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This is the documentation for Heltec Cloud Server .

CLOUD SERVER 1


https://cloud-platform-docs-zh-cn.readthedocs.io/zh/latest/index.html
https://cloud.heltec.org
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2 CLOUD SERVER



CHAPTER
ONE

CLOUD SERVER QUICK START

1.1 Summary

Cloud Server is a simple and fully functional LoRa cloud server. This page shows how to use this cloud server quickly.

Tip: Official website account, forum account and cloud server account can be logged in after activation.

1.2 Login/Register

Open the Browser, enter the URL http://cloud.heltec.orgyou will see the following interfaceclick Register/
Login



https://cloud-platform-docs-zh-cn.readthedocs.io/zh/latest/quick_start.html
http://cloud.heltec.org
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Heltec Cloud Server

Heltec
Cloud Server

<9 UDP

HTTP
] ver

LuRa@ Gateway(packet Forwarder)

[:I vool HTMDT 30| HT-m02

DOF-LH

ToRaWAN®

I-wire/5PI/I2C/UART/RS-485/GPIOfADC/DAC

Pet tracking, street light control, household appliance control, safety protection, fire alarm,

natural disaster protection, automatic irrigation, smart agriculture, smart factory, ete.

A simple and fully functional LoRa cloud server can help you do your

work better. The heltec.org account can be used to log in to the cloud
Sserver.

&~

Register/Login Documents

If you already have a heltec.org account, you can enter the correct user name and password directly and click LOG
IN . If you don’t have an account, you need to reister first. Enter the user name, email address and password. Click
REGISTER to complete the registrationand you can log in successfully.
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Login

USERMAME OR EMAIL ADDRESS *

PASSWORD *

m [_| Remember me Lost your password?

~
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Register

USERNAME

EMAIL ADDRESS *

PASSWORD

Your personal data will be used to support you, manage access to your account, and

other uses described in our privacy policy throughout your experience of this website.
-

Tip: If you still cannot log in after successful registration, you can try to log out of the account and log in again.

N

1.3 Select Frequency Band

After entering the paltform, select the regional frequency band you need, such as AS923 .
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1 Gateways

1.4 Create Gateway

Click Gateways->GatewaysCreate Select the GENERAL menu and fill in the corresponding information. The
following three options are required and the remaining options are optional. Finally, slide to the bottom of the page
and click CREATE GATEWAY to complete the gateway creation. Here is an example.

I Gateways

1.4. Create Gateway 7
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GENERAL TAGS METADATA

Gateway Name*
gatewayName y

contain words, numpers and dashes

Gateway Description *

gatewayDescription | 4 -
A DrieT descripton

Gateway ID*

Oc 7 3d 51 c0 5b 78 2b [4F MSB (™
The ID is unigue

Network Server: AS-01

ADD BOARD CONFIGURATION | CREATE GATEWAY

1.5 Create Application

Click Apps->AppsCreate fill in the corresponding information. The following two options are required and the
remaining options are optional. Click CREATE APPLICATION to complete creation. Here is an example.

I _&]

(i =] APPS
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AppName

App Description * {

AppDescription]|

Service Profile ID: AS923

None -

CREATE APPLICATION

1.6 Create Device

Click Apps->AppsList You will see the application we created before (the AppName in the example)and click it.

& ]

oo APPS

AppsList

Service-profile Description

97 AppMame AS0Z23 AppDescription

Select DEVICES menuClick CREATE to create device.

1.6. Create Device 9
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DEVICES APPLICATION CONFIGURATION INTEGRATIONS

Last seen Device name Device EUI Device profile Link margin Battery

Select GENERAL menu fill in the corresponding informationThe following four options are required and the remaining
options are optional. Click CREATE DEVICE

GENERAL VARIABLES TAGS

Device name
&

DeviceName

The name may only contain words, numbers and dashes

Device description * !

DeviceDescription

Device EUI*

fc 94 5367 be 02 3a04 ’ MSB c
Device-profile * )

OTAA/CLASS-A “ -

[] Disable frame-counter validation

Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks.

CREATE DEVICE

Fill in the required Key or LoRa Protocol information according to the selected Device-profile option. For
example, in this example, select Device-profile as OTAA/CLASS-A, as shown below

10 Chapter 1. Cloud Server Quick Start
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DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES FIRMWARE

Application key *
d1d8eccf392009253567 551 5aa5dc70 MSB C I_|:| L 2

For LoRaWAN 1.0 devices. In case your device supports LoRaWAMN 1.1, update the device-profile first

)

en Anplicat

=n Application key /

c04c242ec25c28519b85d59d22d1d8 2b MSB c |_|:| o

For LoRaWAN 1.0 devices. This key must only be set when the o

vice implements the remote multicast setup specification / firmware updates over the air (FUOTA). Else leave

this field blank.

SET DEVICE-KEYS

1.6. Create Device 11
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CHAPTER
TWO

MQTT SUBSCRIBE

This is the document of Heltec Cloud Server and MQTT message subscription.

2.1 MQTT Subscribe Quick Start

2.1.1 Summary

MQTT is a publish / subscribe protocol based on TCP / IP, which can connect a large number of remote sensors and
control devices. It is a lightweight message subscription and publishing protocol.

Tip: The software version used in this example is MQTT.fx 1.7.1 and python 3.8.5

2.1.2 Use MQTT.fx Subscribe To Messages

Download MQTT.fx

MQTT Access To Cloud Server

Click the button shown below to configure the connection information.
@ WMOTTfx- 1.7

71z Extras Help

L
- local mosquitto - Disconnect

m Subscribe  Scripts Broker Status Log \

13
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Enter the information, where Broker Address is the server address corresponding to selected frequency band ,the
port number is 1883 select User Credentials to enter account and passwordand click OK .

| Edit Connection Profiles [m| X I

M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker v ﬁ m l
MQTT Broker Profile Settings

9 |BrokerAddracs eu01.cloud heltec.org I ’f
I Broker Port | 1833 I#
Client ID | 4 n n 1 Jc Generate

General BUVEEIWCGENEIEN SSL/TLS  Proxy LWT
ser Name | s /

| Password | sesessssss |I

I + —-— Revert oK Apply

Click Connect to connect to the server. After successful connection, it will be displayed in green on the right.

@ MQTTH - 1.7

#1=8 Extras Help

i local mosquitta -
m Subscribe  Scripts  Broker Status  Log \

_:i-:.':" nect

Disconnect “ .

s  BrokerStatus Log

14 Chapter 2. MQTT Subscribe
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Subscribe To Messages

Click Subscribe -> scan , Wait for the nodes that access the Cloud Server to transmit data.

@ MQTTA- 1.7.1 - O x

File Extras Help

E & ﬁ Disconnect / ".

Publish Scripts  Broker Status  Log

E
- Subscribe | [ ) Qo51  Qos2 [

3 Topics Collector (0) Scan | stop e

| Dus J Retained ]

I Payload decoded by

When a node uploads data, information will be scanned in the scan column.

2.1. MQTT Subscribe Quick Start 15
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@ MaTTA- 171

File Extras Help

b .
. OCal mosquitto o ﬁ Disconnect

Publish Scripts  Broker Status  Log

Ml subscrib

Topics Collector (2) | Scan_ Stop | v

O

ey 051 Qos2 Autoscroll o

lapplication/4/device/223 == w=33309/join
applicati ice/225 e m}88809/1x

\

[ o X Retained J

Payload decoded by -

Select one as your subscription information. When there is a matching subscription information uploaded, it will

be displayed in the data column. The following example subscribes to application/4/device/22

09/rx

16
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@ MQTTHx-1.7.1 - O X

File Extras Help

‘ Disconnect “e
Publish m Scripts  Broker Status  Log

application/4/device/22! 9 1 application/4/device/2. I 1
Dumgp Messages LUl Unsubscrie ] Qos 0
application/4/device/Z E—— 1 X 2
Qo5 0
application/4/device/27 e LS 3
Qes0 g

Topics Collector (3) Stop | e

application/4/device/27 e ——
application/4/device/2232 wewm———/error i 3
application/4/device/2232 m mss=)9/join 28-07-2020 16:55:56.60956263

application/4/device/22350 EEEEEEE2/1x {"applicationID":"4","applicationName"” : "¢ 17, "device B": 5", "devEUI": "3 =2
| 3 3 9", "rxInfo":[{"ga H . & L
o&™ , "nam S
6, altitud

Payload decoded by = Plain Text Decoder -

2.1.3 Subscribing To MQTT Using Python

After you Download Pyhton , you need to enter pip install paho-mgtt python-etcd in the terminal to
install the module.

Information Configuration

Change the following data to the account and password for accessing the Cloud Server .

def client loopi):

'-1\.'\.'- [N S S SCH i ) R ) ST S By SUF RO L =y i
client.username_pw_set (" c”, |
i = 1
client. or_meszage = oh_Me3I=Sage
client. connect (HOST, PORT. A0)
client. loop_forever ()

Modify the following data to the content you want to subscribe to.

2.1. MQTT Subscribe Quick Start 17
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def on_connect (client, userdata, flags, rc):

L
| client. subscribe ("application/ 4,/ device/ 2238 19 rx™)
def frlient  nzerdats msg‘l'

[ ' . M Mo b 1 1 I T o Ea Y

Modify host to the server address of the selected frequency band, and the port number is 1883 by default.

. a - E
1t __name_ == main_

= "eull, cloud. heltec. org”
1883

1aam

18 Chapter 2. MQTT Subscribe
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1

Run Python

| & *Python 3.8.5 Shell* — O *

File Edit Shell Debug Options Window Help

Fython 3. 8.5 (tags/v3. 8.5:6880fbb0, Jul 20 2020, 15:57:64) [M3C . 1924 64 bit (4M

DA4)] on win32
Tvpe “help”, “copyright”, “credits” or “license(})” for more information.

b

EESTART: C:\Uzerz' o “Downloads‘\mott-reciver.py

Comnected with result code 0

appl; n - f Se09 rx: {Yapplice! Lm0 & "applicationName”
SMCubEess o ELLODLEND L doen . dewEUIY Y2232 e, xInfo”: [{"zateway
IDY: "k :dealle”, "uplinkID”; "ecalf9fci-480a4-4515-8235-acT69dcEc4Te”, "name”;
“HT-MX . “rz=i”:-86, "1oRaSNRE": 6. 8, "location”: {"latitude”: 0, "longitude”: 0, "altitu
de”: 0}}], “txInfo”: {"frequency”: 867700000, “dr”: 5}, “adr”: true, *fCnt”: 0, "fPort”: 2, "
data”: " AADMOQCTuEcKfhIEES4=", “cbject”: {"zenzor”: {"altitude”: 685, 9701638086938, "p
res * o480, "temperature”: 26,5, Yvoltge”: 4398} 1]

20 12

applic elecls | BB w000 BT 19 rx: {"applicationID”: B7, “applicationName”
“Cubele.. , gvwiceName™: "AB0Z25Y, “dewEUIY: "2 09°, "rxInfo”: [["gateway
ID": "bB27eh m Je”, "uplinkID”: “4T2624cd-00 o =ha Wi To-b3T81ad05belY, “name”
“HT-MEX", “razs1 -9, "1oRaSNE": -4, 3, "location”: {"latitude”: 0, "longitude™: 0, "altit
ude”: 0111, “txInfo”: {"frequency™: 367700000, “dr™: 4}, “adr”: true, “fCnt™: 1, "fPort™: 2,
“data”: * ImbEQYCFuEfRchJEER4=", “object”: {"zen=zor”: {"altitude”: 585, 7400634 7TH0E2,
pressura” BT5 “temperature”: 25, 20000923T060547F, “voltge”; 4382} 1]

2020

Ln: 10 Col: 0

2.1. MQTT Subscribe Quick Start
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